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JL—LERETDH LT, 7 L—L%& WMEBNT AT 7T 2 R L
D& D ISHNERT HITIT 47 Tidlevy, 71d at 1354, JRWEM TR L7
ATy T NArEa—F e Be T 5HMICH L TOHR, £O7 L—AiFa
Vo — X FIIERLS BN TV, B2 AT v 2B W T, REENHIRLTZZ
U, 7 L=, BT — 2 B AERRT AR T IEIC BT D RO ER
EMELEET ‘oL T e ST I T EFER Lol D
ZeThD, Id at 1355.

KEZRIX, Electric Power Group HAfEXBIT 25 Z LITFEFICHEETH D,
ZOFMEDO7 L—AT, arEa—FarBa—F3xy NT—27 T 5
RBAdETL VWIS, EEAHRT Y — L L Tarta—4 2 Hn
HZHD0ELTCREBEINTVEIDOATHDL LN ZENRZHERIZBNTE LS
i,

G B L —AF Xy NV — =X 2B L, B xy NT—274TH)
ERHEL, LR— FEEREOBIET S22 L EIZFEAEEDL W, BE{TEIO
BHIZ, N7 749 7T =20 “GH7 IZESHNTNDEMN, 7 L—AE, 0 X
IR EHRTHLEDOOREDFEICEAL T LA ML TRy, 7 L—2AE, &
WOBEBZRLEHT L OLTHS, ara—FF, V—L~EeLTHOLN, 2
E o —ZHINOBGEIZ OV THEIM SR I TVRNXITZ L— A STV,
A2 —F Xy NI =X a VT 4 ZSGET DHIZDITREDOHEMIZONT
A B R S AL TR,

WMEBHEIZ. 7V =208, Ry b= %F 2 )T 4 2ERT2HB0T7 A5
TIZHIT HITEY  Alice D2 AT v T~BITT D EHRT D259, L
L22MN S, Electric Power Group EAED X Hlz, “7 L —AIlZB W TiX, A
FIZHO LCHMELTH, BB OFET S, a2 Ba—F Xy NU—
7 KOT 4 AT VA EMLU EOZ L3 B e LR, 830 F. 3d at 1355.
7 L—AE, “THHROFER]EFRY — R ZFLET HN, a7y Y — A
L DEHRDZ DL 7B E LRI Ly, 7d BMEICBVWTE S
WCHAREIZ 2D 2 Eld, ZL—2oRNarta—& AEV, YooY, KEES
BEEZ G, WA Ea—F BRI O W TORMKET S, L) & THD,
See ’ 615 pa—tent, col. 14 11. 50-57. /T, BAMIENSIX, @YU/ A€
UNRZ R ONED AN A Z “EHHW EB52512459, Id col. 14 1. 55.

BRI, ZHERIZ, REZR LBT 2 FETIER L, ROLFHET 2 HHH
END, BELZFIEZAEWVICHL, O WL TW5D, See, e g, Majority Op.
at 9. L L, ZLb—Alk, Ry NU—JITEIE RS H 2 LN RER o v
2 — 2T BEFED HIEIZHOWTEEH L TWRWN, Electric Power Group 5+
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HECHRT DL DI, RFHTHERERD LD, FrEOHREICH L b DR
WRE NFRANZ T R —TF 5 FERITERE Y T, B2 7 L—20d, LITL
I, Alice 7 A MZiH 5, 830 F.3d at 1356.

L7=Mo T, ¥EHEIL, Alice AT v 7T DHFE2 AT v 7 TRAMEEHT 5
ZERKVELIAT T T, Z b= HRT A T TIZMT 6N TS, &
U, FEFEASPEICBI T D MIER ORI Z Z LR T 24 9, SEHE I, FRL
57 L= BT OWT, FFFEEED 2D EHIR T B 728 REHE Tk - 7 M3
BIET L EEERNTEAD,
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3. 101 SHEHEI R 2 5f g

(1) HIRAE

CAFC I,

“We resolve the eligibility issue at A/ice step one and conclude that
claim 1 is not directed to an abstract idea. See Enfish, LLC v. Microsoft
Corp., 822 F.3d 1327, 1337 (Fed. Cir. 2016).”

LHPRLE LT,

Thbb, GEehb 7L —5 C6l5EHFD 7 L—2L1) I22OWT, Alice D
1 ATy FICBWTHIZRN T AT 7IZmT T Zen s LT, K it
NH5H, EHRLE L,

FOEAIL,

“The district court concluded that the claims are more complex than
merely reciting the performance of a known business practice on the
Internet and are better understood as being necessarily rooted in
computer technology in order to solve a specific problem in the realm
of computer networks. Summary Judgment Op., 179 F. Supp. 3d at 353-54
(citing = 203 patent col. 1 11. 37-40; DDR Holdings, LLC v. Hotels. com,
L.P, 773 F.3d 1245, 1257 (Fed. Cir. 2014)). We agree. The claims are

directed to using a specific technique—using a plurality of network

monitors that each analyze specific types of data on the network and

integrating reports from the monitors—to solve a technological problem

arising in computer networks: identifying hackers or potential intruders

into the network.” (FHREENIZZEEMT LTD)

TR FRERD I L=, A a—F Ry T —=7IZBWTALD
Bl 728 Ny = EDFy U — VB AELZHTH L) 2T 57
DIZ, B2 BT (R WU — 7 EORRIZT — 2 iR & 45 % 53 Hr 3 585D =*
v NI ==X HWT, =406 DLER— e T 52 8) ZH0TW
LHZllZmFohTkh, ZoZ &k, KEHos v—2 T 5 DDR FH4f:
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(DDR Holdings, LLC v. Hotels.com, L.P., (Fed. Cir. 2014)) HHI/RL T\
AH, LWy Z T,

< LT, CAFC (%,

“Instead, the claims are directed to an improvement in computer network
technology. Indeed, representative claim 1 recites using network
monitors to detect suspicious network activity based on analysis of net-—
work traffic data, generating reports of that suspicious activity, and
integrating those reports using hierarchical monitors. °~ 615 patent col.

15 11. 2-21. The “focus of the claims is on the specific asserted

improvement in computer capabilities” —that is, providing a network

defense system that monitors network traffic in real time to
automatically detect large scale attacks. £nfish, 822 F.3d at 1335-36. 7,

“our conclusion that the claims are directed to a technological solution
to a technological problem.” . &N

“Rather, the representative claim improves the technical functioning

of the computer and computer networks by reciting a specific technique
for improving computer network security.” (FHEEITEZ ML)

EHPRLE LT,

T 7B, CARC X, G L7257 L— AN HANR 22 3R 63 2 Bty 722 iR
PRIZHT HNTEY, 2D LD fhleiiiifiz 7 L—AICRE#T5 2 & T, =
VB —FHEICR L CRICER SN dE (VT AVE AL THRy NU—7
N7 7 47 ZERLT, RFEAICK T 2 KB 2 AEINICRIT 2 8) 127 b
—ANRMNTONDLZ &b, EHIRLE L,

CAFC 1%, Pl Lo OfE R, PIREIITHIR L TR Y AN, Enfish FH4:
(Enfish, LLC v. Microsoft Corp., 822 F.3d 1327, 1337 (Fed. Cir. 2016))
THPIR SN A  (improvement in computer or other technology 23& iU
X G T A TTIEMIT 6 TWRNI L) IR e ied 7 L—AIC
DNWTIE, IR T A T TS LTV, & LT, FrifdsrE 2ozt

DEZEZFET,

15



(2) 101 SFEHIT 6 D 5tk

CAFC (X, i L7227 L—2IZHOWT, TR 28I 3 2 Sy Za i
PRI AZmT BT, TR 2 27 b— AIZEEH L CuduiX, gaoid, T
7R A T 5 72012 Rl e Bl ) Z# VW 2 iz 7 L— 23 mid 6T
WLIE, limproving computer network security] <2 [improvement in computer

capabilities] DA LEZRTIENTEXSH, EH/RLTWVET,

Z OB, CAFC X, HMEOLHN S, THEAINBI 2RI 2 B A 22 iRk
KT =BT HNTWDNENE T R—FT52 & bHRLTEY £
B

L7z3> T, BHMIEDORZHE NS,

@ 7 L — L THEA R A BRI 6 2 BRI 7R R ) 21T B TR Y |
ZD LD AR E R D70, TR ) 27 L— AR L T D,
i3

@ VL —2N, TRRZEZRRT DT DR 28 il #HWD Z i
M S TWD,

Z AT Z LT, limproving computer network security] <° [improvement
in computer capabilities] &5, L ERERTDHIENAREEL 72D £,

# LT, Enfish FHH-#HEZFIH LT, limprovement in computer] 73&% 5
N, Alice A7 v D1 AT v 7T, ZJbV—LRHGMNT AT 7 (AL
T ERBSNY) AT TV, Z &2 FRETDHZ ERAHRIZZR Y £77,

Enfish F{H272 5> T, [limprovement in computer or other technology]
ZaEIEEIWD SV ZETIEA THANHI RIS 5 BB 2 MR |
R TR 72 & R T D 1o DI Rl e Bl ) 2 WD 2 &2 Rm$ 2 & T,
[improvement in computer or other technology] Z /R Z LN TX5H, L\
IRT, KHRDOEENHLH LD EEZXET,

Rk AR, FFFFEARYEIC OWTRRTER (FRERD 7 L— AIZIEH
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FREREEN 2 RIS UE LT,

NS, PR l7eb 7 U—2iE, o) & TG DEEdEiSiTunE 3235,
BERMNZED LS5 15011 & THEL ZITH ORI TEY A,
L, EOLHic 08 & TG

1 AT 9 2 E N7 5372 B 7R
4D H oL TR, FiuE, KERFFE 102 50103 55T, i s v
DTo-o>T

V101 RTHBRETRETITRWEEZF T,

BZ 00T & T8 27 L—AICZ#EHT A7 7 L—ATHhHIUT
KR 1B FRICL-THIBERTZET, EOXHIT 50 & TG

2 e BARRNTRT L5 HEAZ e L T <528

=l fi’?fibﬂ"
7

BRI HICEY NS T

L, FRERD I L—LIZIE, Xy NT—7 =2 ZHWT 58] & Tt
BIEITO EVOIEINRZ ERRHINTVWET, 20X 7 L—LAE T,
101 & CTHE#T 5 Z &3, Hlo T, KEFFEEITICRFHEZ T 5T N—
a UMELS R A /) R_R—=va v ERRESELZ LTIV EEZZLENG
<7,

Uk
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